Data Protection Impact (bq
¥
Assessment

n KUlpa" QO\

Stage 2 . %
L

A Data Protection Impact Assessment (DPIA) is atory requirement under
the Data Protection Act (2018). Pub//'cat/'o@' roves transparency and can

increase the public’s understanding of hofwibﬁ-/r information is used.

The Stage 2 DPIA has been identi%h?required for this project.

In this stage of the DPIA pro Project manager or Information Asset owner
must provide full detail @the lifecycle of the data and the risks associated
with the proposal. T, %rmation provided will supplement the information
provided in Stag&@&

The aim of thiéocess is to identify and mitigate risks.

Upor@%&ting the Stage 2 DPIA template the Project Manager and Information

@ Owner (IAO) will review, sign off and send a copy to the Deputy Data
QProtection Officer (DDPO). The DDPO will then seek the views of the Information
Security Officer (ISO). The DPIA will also be reviewed and signed off by the Data
Protection Officer (DPO). If the DPO thinks that the risks are High, then the force

Senior Information Risk Officer (SIRO) will be consulted.
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The SIRO may at this point ask that additional work is carried out or may decline

the proposal and not accept any risks identified.

If the DPIA identifies a high risk(s) and measures cannot be undertaken to

mitigate or reduce the risk then there is a requirement for the Force to consult

with the Information Commissioner’s Office (ICO). Consultation with the ICO WQ

be undertaken by the Information Governance Team. b‘
'V

Should you have any queries in relation to the Data Protesé:l/lmpact
Assessment Process then please contact the Deputy Data Pqt n Officer at
SPDPO@staffordshire.pnn.police.uk

2
O
o

Version
Version dat Requester of chaaje Summary of change(s)
ate

Document Name Version Number

Page 2 of 52

OFFICIAL-SENSITIVE
(Update when complete)



OFFICIAL-SENSITIVE
(Update when complete)

Sign-Off Date Signature

Authority

Name

Senior Information

Asset Owner

Information Asset big

Owner (l/
~
Project Manager Q‘
Information Governance sign off
Deputy Data . ‘
Protection Officer :D\\

Information Security \6

Officer %;\\\
S

Data Protb

Officer

SIRO escalation

Sen{or®hformation
@waner (SIRO)

For High Risks only
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Section 6 - Impact

Expanding upon the purpose outlined in Section 2.1, please detail the intended effect of
the processing on: Staffordshire Police; the data subjects; and society/the gen%l public
Describe the benefits and disadvantages to each of the above. b‘

A g

Kulpa is a new SaaS platform designed to empower victims and survivors, whiIsQﬁEdaproviding

efficiency savings for policing. This in turn should reduce victim attrition and e%b speedy justice.

The platform is made publicly available via a free mobile app and web-dgg and provides a safe space
to upload and securely store evidence of an offence. @
Then, if and when the person is ready, they can choose to re @e offence via the app and share
the evidence they have stored directly with the police. é

The relevant police force will then receive this evideﬁcé@their kulpa Police Command and Control
System (kPCC) tenant. éQ

kulpa captures the available metadata assogi @with digital evidence at source, meaning its use
should significantly reduce the need to ad a victim's mobile phone or other mobile device.

In effect, it enables true seIective&on of only the relevant evidence, with the victim’s privacy
respected and protected. *

To ensure that the data i ecgre, holds evidential weight and is legally admissible, kulpa retains two
accreditations ISO/IEC 1:2013 Information Security Management System and BS 10008:2014
Evidential Weight 3 al Admissibility of Electronic Information.

The platform’&maticaIIy—popuIated PDF files mean that the evidence is immediately usable in an
exhibite al Procedure Rules (CPR) compliant format, suitable for onward transfer to the CPS
for a chaMing decision, with minimal need for any manual processing by police officers.

Kulpa was conceptualised around a systematic process-based approach which would seek to ensure
that, end-to-end, the needs and requirements of each stakeholder were fulfilled to the fullest extent
possible. Doing so should enable more effective and more timely justice.
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Improved justice serves to improve public trust and confidence and creates an effective deterrent
against committing criminal acts.

All processing is consensual under the kulpa terms, justified and The Proof of Concept (PoC)
(undertaken with * demonstrated and
evidenced that Kulpa could:

(a) Improve victim experiences.

(b) Save police time and/or money. q)q

(c) Get usable data/evidence through the system more quickly.

There is compelling evidence to suggest that kulpa can empower victims and inide
considerable opportunities for efficiency savings within police forces. &

Kulpa'’s use in the PoC resulted in a significantly more efficient, suspeégused police investigation.

>

The PoC recognised a few potential barriers rather than disadv@ges, namely:

It was recognised that technology is a part of life, but it dgessnot mean everybody understands it or
is able to use it, so kulpa would likely not be able to r% r help everyone.

A representative from the Victims' Commission&@ ice suggested that this could be a valuable tool
and presents real opportunities, but in order gt e full potential to be reached, and to avoid victims

being disappointed, it would need to be ;@ ed by Government, Policing and the wider justice
system. Another support service echoe@&e comments suggesting that it would need to be
supported by a culture shift in poli I')%g other suggested that restoring confidence in police would
take a ‘miracle’ — but seeing posit% ults and success over time would be encouraging.

Groups recognised “educatib@ower” and so kulpa would need to be spoken about if people were
to benefit from it.
O

Q™

7.1 Diagrams and Tables

Section 7 - Information Lifecycle

Please insert a diagram or table that demonstrates the flow of data within this proposal. You should reflect the

information lifecycle.
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7.2 Provide a full dexc iption of the information lifecycle

Stage of Proces #‘L‘ Description

- N
Collectio \U A free public mobile app, encourages more victims to come
Where do®§ the data originate from, forward, with a safe space to upload and secure evidence

(photographs, videos, audio, messages, documents etc - all
in a forensically compliant manner) and the freedom to then
obtained and how often? choose if and when to share and report.

who will collect it, how will it be data

When a user does choose to share their evidence, a
subscribing Police Force receive the evidence on their

Page 6 of 52
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dedicated tenanted Kulpa Police Command and Control
system (kPCC) which will provide a fully CPR-compliant
evidential package to enable an immediate, suspect-focused
investigation, without the need to seize or download the
victims mobile phone.

Storage

Describe where and how the data is to

be stored

policing requirements.

Upon a user choosing the optior@;;are with police’ the data

is transacted to the relevant pgliceMorce on their tenanted

kulpa Police and Command ol System (kPCC). Help/support
videos for full details - https://w be.com/@kulpaCloud/videos

Data shared via kulpa is Qy police via the kPCC system. This system is
provisioned by kulpa and th&g access provisions are managed independently by the
force via active-direct: 0. The kulpa system uses the location of the reported
incident to identify yWQicforce tenanted kPCC the data is transacted to. i.e. A

crime in . Whereas a crime in-Nould go to [jjjand

Data is d and then downloaded from the kPCC and uploaded to the force

R%@ AMS
% PCC is accessed via any browser. httQS:[[ Qolice.kulgacloud.comz
r

those who have been provisioned SSO access by the Force)

The mobile app can be downloaded from the app or play store and is accessible to
anyone who registers. The public app is also available using a web browser by
visiting kulpacloud.com

All of the evidential packages obtained via the kulpa
application are to be uploaded to existing RMS

and existing DAMS systems. The upload to the systems is manual (a
download, drag and drop if you will). Although in the future there is the potential
to automate this, Kulpa provides all of the native files (multimedia evidence,
photos, videos, documents etc) - these are to be uploaded to the JJJDAMS. Kulpa
also converts all of the files into PDF files and provides Criminal Procedure Rule
compliant statements, suitable for transfer to the CPS. These should be uploaded
to the RMS or DAMS and then from those systems transferred to the CPS via TWIF.

A change request has been put in place for the development of an API to
Automatically transfer data when it is submitted into Kulpa then transferred into
the DAMS environment. Which will be the long term Digital Storage Solution.

The data will be transferred into - as required. Data would only be stored as

per the guidelines implemented, which would be an upload to RMS and DAMS. It

Page 7 of 52
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should not be stored anywhere else. Kulpa anticipate that - would assess the
report via the kPCC, download the data and then transfer the case to the relevant
team as per normal processes for crimes reported via, 999, 101 or SOH

At this point, normal/standard processes, procedures and
protocols continue. They will be retained and disclosed as per
existing policies and procedures.

To ensure that the data is secure, holds evidenti %ght and
is legally admissible, kulpa retains two accredi& SO/IEC

27001:2013 Information Security Manage stem and BS
10008:2014 Evidential Weight and Legal@&ibility of

Electronic Information \

Use

Describe how the data will be used.

Describe whether it involves new

technology or novel processing.

See screenshots of the @
kPCC screens, would
be logged by Staffs C

using the usual gd
markers. A case o
be created in x E
and this n\QtQ\ then
entere ? he kPCC
to en é at

ing is
d/Matched

ether.

~7,
©

e,

Main dashboard
]

Space for iR ef to be
linked
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Incident review screen

to review shared evidence
immediately
The data provided from a,k
evidence, to support an
and potentially a pr. n.

Further details with ability QO

ubmission will be used as
igation of the reported incident

A reference number is red by the reviewing police officer into the kPCC. ‘An
reference * T %a user will then be able to see this reference, and there
case will also on their app so that they know it has been reviewed. See
attached scre%eo » Further contact would be made through normal channels,

phone, e to face.

Reference number entered on kKPCC

Page 9 of 52
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= Incidents Q

Once a reference number isNgssigned the app displays a

<
O

blue icon to the user
>

Cummans

Police Ref.|
Ovll Case Ref. N S~ cad

Information Requests

0 They can also via the app see the reference so that they can
60 contact the force should they need to moving forward.

\O Whilst the concept of kulpa is novel (it being a publicly
Q available app), the technology used and processing is not
novel. It is a data transfer of evidence and does not involve
any other novel analysis or processing in the transaction
between the kulpa platform (kPCC) and police systems.

Page 10 of 52
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S

WELCOME

o ]

e
e o = - —

_ P
Login screen to the Kpcc
™

Example 0\ trail which is accessible to all users.

Access

Describe who has access to th

throughout the life of the é ssing

G
@b\)
<

°

Access to the kPCC is managed via the Forces own Single Sign-on (SSO) policies.
The force therefore has full control over who can access the system, and ensures
that access is provisioned and then de-provisioned when someone joins, moves or
leaves.

Kulpa has a full audit trail of all activities

Il Police, will only be able to see via our dedicated kPCC, the data which has
been shared by a user reference a specific incident. JJjjij will not be able to see
any information which has not been explicitly shared by a user and you will not be
able to see shared data unless the incident being reported is within your force
boundaries.

The Kulpa user can upload more data as and when they wish to do so. If they do
this post a case already having been submitted then a message stating that further
information has been uploaded will be sent to those using the kPCC within the
force.

Page 11 of 52
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Recording
Describe the processes for recording the
data

S
&

O

%)
O

If a kulpa user chooses to share their information and
evidence with the police, the relevant police force (being
determined by the location of the incident), will have access
to the information, initially via the kulpa police command and
control system (kPCC) (Identity for which is managed by

. A crime record will then be
created on the RMS and all supporting documentation and

evidence from kulpa, attached to that record. crimegeference is
entered into the kPCC. Evidence is transferred to RMS(Jllllll) S

At which point access to the data is given t b&ne with RMS
access. (1/"/
Officers can also, limit the viewi \evidence on the

KPCC if it is sensitive. The systtel automatically blur and sensitive

photographs. All actions are recor: the audit log. A sensitive marker can

also be placed on a case. TLh\'\?ﬂis on will result in an additional check
screen, asking the user ':f @ ve legitimate and reasonable need to access

(%]

the record

Processors

Describe Q
third party

contract in place to regulate the

O
f processors. If a

being used then is a

relationship? Will the data be processed
outside of the UK or the EU?

Kulpa processes users’ data in-line with its users terms and
conditions. These same terms enable kulpa to transfer their
data to law enforcement upon the users request.

kulpa processes all data internally before it is shared with
policing. All of kulpa’s data storage and processing occurs in
the UK.
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7
&
@b\)
R

‘Policing Data’ is not being processed by kulpa or any other
third party.

This is a one-way exchange of information between kulpa
and police, as an when a kulpa user requests that their data
be shared.

Kulpa stores and processes data on
Data is stored m_

Before using the kulpa platform (eithe t moblle app or
web-app) the user must agree to ﬁqs terms, conditions
and privacy policy. The accept these terms means
that the user has expressly gi\% permission for data to be
shared and processed by la@gnforcement. This consent is
then re-affirmed tW|ce t the point at which the user,

presses the option s@ ith police’.

For the avoida Q any doubt, information shared by kulpa
by selecting the option to ‘share with
received by the police force on their tenanted

and Command Control System (kPCC). It is
e reviewing officer / police staff to review the
, download the evidential package from the kPCC and
ad it to the force RMS and DAMS systems. At this point,
ormal/standard processes, procedures and protocols

6’\' continue.

It is essentially a new method for receiving an immediately
usable package of digital evidence. No procedures or
processes which follow are altered in any way. The
information is uploaded to the existing RMS and DAMS. It is
then on these systems which it is managed and shared
onwards, for example to the CPS via TWIF.

Sharing
With which external organisation(s) is
the data shared, what data is shared,

and why?

Kulpa will share data with the relevant police force, if a user
selects the option to ‘share with police’. The ‘relevant force’
will be determined by the reported location of the incident.
Officers with access to the || kPCC will then be
able to access the data shared.

Page 13 of 52
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Describe any sharing that will occur
within Staffordshire Police.
Outline any national and international

sharing or processing.

Data obtained from kulpa may then be shared by
I \ith CPS and referrals to support

agencies, if appropriate, as per any other recorded crime.

Review and Retention
Describe your plan for review and
retention, linking to a retention schedule

where appropriate

all of the evidential packages obtained via the
kulpa application are to be uploaded to the existing RMS
and existing DAMS systems this is where they held
for review and retention purposes. They will ained and
disclosed as per existing policies and proQT/$Ss.

I ! follow CPIA guidelirsg aMd Forensic Science
Regulator requirements with re data being
processed and involved. &

hold and retai
and privacy policy. Sg
retention and dis
Kulpa with poIiCéi
their system. &

@@in line with its user terms

d accreditations kulpa has a full
licy. Any data which is shared by
etained for a minimum of 7 years within

Disposal
Describe the process for disposal of

data, including when and how.

7.3 Assets

all of the evidential packages obtained via the
plication are to be uploaded to the existing RMS and
ing DAMS systems. They will be disposed of as per
isting force policies and procedures. Following CPIA
Myuidelines with the data involved.

If a user has not shared the data file and requests via the app that it is deleted,
then the system will delete it via an automated process.

Data files which have been shared with police are reviewed manually after 7 years,
at which time, retention or disposal policies are followed. Please note, Kulpa's
retention of data is a safeguard, as the data should also already have been
transferred to the force DAMS and RMS.

Describe the assets that you intend to use.

Hardware

Software

Software as a Service (SaaS) The kulpa platform including
the kulpa police command and control system (kPCC).
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Networks

O
K%

2

&

Kulpa Connection Requirements

Hardcopy/pa ea)‘

Any oth

vant assets

-
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Section 8 - Consultation
You should consider seeking the views of data subjects unless there’s good reason not to. If it's not appropriate
to consult then you must clearly document the reasons why. For example, if the processing is taking place
without the knowledge of data subjects and consultation would prejudice a law enforcement purpose then you
should make this clear. If the processing involves staff data then you consider consulting them or their
representatives.
8.1 Do you intend to consult data subjects?

X Yes (U
If yes then outline your plan in Section 8.2 below together with details of consultation P"Q}?e‘r stakeholders.

I No \ v
If no then outline why this is the case in O

the text box. Once completed, outline Q

whether you will consult any other . 0@

stakeholders in Section 8.2 below. \\

8.2 Consultation Action Log

Explain what steps you will take, or have taken, to consult stakehol 1..¢s. Stakeholders may include:

Data subjects f’* ire Police Legal
e The general public ner agendes
e Union representatives aPIRMT
e Information Security % e Data processors
e DPO o Information Commissioner’s Office (ICO)
Who " [ wWhen How Outcome
Data Subjects 1 PT 2025 Engagement with IDVA's Positive

Information security i ah 2023 | Passed
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QO
. \Q
X
a}%
O\
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O)

Identify and Assess Risks (}/
In this section you must detail all data protection risks, as well as any associated with privacy and the ri \1 freedoms of individuals. The assessment
criteria outlined in italics in section 9.1 applies to all categories in Section 9 and 10 i.e. for%mod’ you must always assess whether it is ‘rare,
unlikely, possible, likely or almost certain’.

0
Consider the impact on individuals and any harm or damage that might be caused, whethe @\-}l, emotional or material. Different levels of interference may

occur at different stages of the information lifecycle. The European Court of Human Righ® has held that a public authority merely storing data is a limitation

on the human rights of data subjects. . K@
Where risks are identified you must take steps to integrate solutions into th ject and this must be recorded. If any residual risks are *high’ then the ICO

must be consulted prior to processing commencing. Examples of risk @are provided at the top of each section — these examples are a starting point and
you must ensure that all factors relevant to your proposal are consj . If you run out of space then insert new lines into the table. When completing each

section, if you are unable to identify a risk relevant to your pr; en please state “"No risks identified”.

** Please refer to Appendix A — Calculation of Risk for matrix use@nﬁfying Risk Scores.

Examples of risks to individuals include: b M Examples of corporate risks include:
e Discrimination CJ® e Failure to protect the public
e Identity theft 60 e Loss of public confidence

e Financial loss « Civil litigation

<O
Q Page 18 of 52
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e Reputational damage or embarrassment
e Physical harm

e Wrongful arrest or prosecution

e Loss of confidentiality

¢ Inability to exercise rights

e Reputational damage

e Regulatory action bc‘bg

e Breaching other legal obligations (1/

Ne)

You should identify solutions such as:

e Deciding not to collect certain types of data

e Reducing the scope of processing

e Reducing retention periods

e Taking additional technical security measures

e Following approved codes of conduct

Jata F

1. Fair and Lawful

- Do you need to create or amend a privacy notice?

- If processing on the basis of consent, how will this be collecte

o)

2. Purpose Limitation

- Does the processing actually achieve your purposego*

- Will the data be used for another purpose?

- How will you prevent function creep?

©

3. Data Minimisation

e Restricting access to @

*
e Training staff to 0\ and the risks
Qudonymising the data

ent technology

e Anonymisi
e Using di
e Usin ﬂéa ternative third party processor
K 5. Retention
5\0 - Do you have a review, retention and disposal policy?
@corded? - Can data be deleted/erased from all Staffordshire Police systems if
required?

- Is the retention period necessary and proportionate?

6. Security
- What technical and organisational measures are in place to protect data?
- How will you protect against unauthorised access, alteration or removal

of data?

R
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- Will you only process the data needed for your purpose? - What training and guidance will be gi to staff?
- How will you ensure and maintain data quality? - How would you identify and m%rib: a breach?
- How will systems be tested?
4. Accuracy
- How will you ensure data can be corrected or amended? 7. Data Subject Ri \
- Will you ensure data is accurate and up to date? - If an individual wi&s to exercise their rights, including requesting

access to data,q)@king for data to be corrected, amended, restricted or

*
deleted theb@ must have procedures in place to recognise such a
reqan@efer it to the DPO.

Q Page 20 of 52
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_.i-’-__——-
9.2 Data Sharing - including the involvemecnu or other Controllers and Processors

- What contracts, MOUs etc are in plac ay be required? - What risks are involved with sharing data?

Page 21 of 52
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- What measures have you taken place to ensure third parties comply with Data

Protection laws?

- Is sharing necessary and proportionat%

- Is the sharing of data being mini i%
Initial Miti zl%‘

Describe the source of risk and the | Likelihood of | Severity of harm Result Resid
nature of potential impact on harm Risk an ual
individuals, include associated O Risk
organisation/corporate risk and Q
compliance risk @
>
- Will data be shared with a third party based outside the EU? 6
- If you will be making transfers, how will you ensure that appropriate saf@ds are put in place?
Describe the source of risk and the | Likelihood of | Severj {b‘harm Initial Mitigation/ Result Resid
nature of potential impact on harm \(b Risk Solution ual
individuals, include associated % Risk

organisation/corporate risk and

compliance risk

AQ\

Q™
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De PDE d = - (] O cad (e U alc o =8
Describe the source of risk and the | Likelihood of | Severity of harm Initial Mitigafi Result Resid
nature of potential impact on harm Risk Qﬁon ual
individuals, include associated O Risk
organisation/corporate risk and Q
li isk
compliance ris Ik 0
A
Q \VJ
)]
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t@ve data then move to

This section is only applicable to proposals involving operational data. If you are solely processing adminis

10.2 Data Categorisation
When processing data for law enforcement purpn.:z¢, you must provide where relevant and as far as possible a clear distinction between categories of

data subject.
Will there be a clear distinction betwee ..”? ent categories of personal data suspects, for example subjects who are:

Page 24 of 52
OFFICIAL-SENSITIVE

(Update when complete)




OFFICIAL-SENSITIVE

Update when complete

\U
O
:"*DPO USE ONLY**X*

Se-Zion 11 — Outcome and Review
11.1 Outcome

o.

Residual risks approved by: o/ _
i 3 |
s . < R

‘
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Summary of DPO advice, including whether the g
ICO must be consulted: Cb

A DPIA is a process that should be reviewed throughout the lifecycle of the processing — it does not«gnd ®f go live. Please outline the review

process that you will undertake to ensure that the risk mitigations have been successful and tlé ew risk factors have emerged.
Outline: e The frequency of reVlew

e Who will be responsible for reviewing the processing e The date Cit review

o>
%
@

AQ
&
O°

DDPO Conclusions:

Please provide a summary of the conclusions that hav%cjer{ reached in relation to this projects overall compliance with the DPA2018. Includes

references to any changes that were introduced ag*Qe It of the DPIA process.

%)
>
.&O

/e )
N\ Page 26 of 52
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ISO Conclusions:
~O)

Please provide a summary of the conclusions that have been reached in relation to this projects overall com“’iﬂe' with Information Security

Requirements. Includes references to any changes that were introduced as a result of the DPIA proces?,(ll

N
QO
<

RS

DPO Conclusions: >

Please provide a summary of the conclusions that have been reached in reIatio@oQ‘-is projects overall compliance with Data Protection Act

2018 and risks to Staffordshire Police. Includes references to any changes ere introduced as a result of the DPIA process.

N
o
S

S
&

Annex A
&O
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Data Protection Principles

1. Fair and Lawful (1:1/

- Do you need to create or amend a privacy notice?
- If processing on the basis of consent, how will this be collected and recorded? O\

2. Purpose Limitation

- Does the processing actually achieve your purpose? @
- Will the data be used for another purpose? N c)

- How will you prevent function creep? O\\

3. Data Minimisation Q
- Will you only process the data needed for your purpose? @
- How will you ensure and maintain data quality? ‘\K

4. Accuracy &béQ

- How will you ensure data can be corrected or amended?
- Will you ensure data is accurate and up to date? ss\\o
5. Retention ,@

- Do you have a review, retention and disposal policy?a
- Can data be deleted/erased from all Force systems {f required?
- Is the retention period necessary and proportio@

6. Security

- What technical and organisational measb&lre in place to protect data?

- How will you protect against unauthori ccess, alteration or removal of data?
- What training and guidance will be o staff?

- How would you identify and man breach?

- How will systems be tested?Q\
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7. Data Subject Rights (b
- If an individual wishes to exercise their rights, including requesting access to data, or asking for data to b ected, amended, restricted
or deleted then you must have procedures in place to recognise such a request and refer it to Informatj ghts.
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Phase 1 - User Feedback

The survey was run using Microsoft forms. The results are detailed below QO\

Does the client feel safer?

Yes; =No; Noresponse

Overwhelmingly positive with 85% of users feeling safer as a result of having k

Is the client using the Webapp (website) or the Mobile App?

[VE
e)
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Does the client feel more in control?

No
response

“"”
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Has the client referred their evidence to Police?

Yes
5%

O
Q&OQ

[VE
e)

If No, why Not?
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O\
Kulpa - technical due diligence report Qf(

, P2P Consulting & Development for ’\\CJ
Suzy Lamplugh Trust 2024-12-20 O

&
Executive summary ;{\O&

Kulpa’s offering seems well-designed and the compan @good understanding of the needs of organisations such as the Suzy
Lamplugh Trust and the Trust’s clients. The offering i od match to the requirements of the Trust as expressed to the author and

should provide appropriate cybersecurity measure meet these requirements.
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Background

The Suzy Lamplugh Trust commissioned | ©r

to perform basic technical due diligence on cybersecurity aspects of
Kulpa with a view to using and recommending their solution to the Trust’s clients and in
conjunction with the various police forces with whom the Trust works.

A summary of the kulpa platform (provided by kulpa) bc‘b

“kulpa provides a free app, already available on iOS, Android or via an (avrowser
which empowers users (in the case of the Suzy Lamplugh Trust, vic stalking and
harassment) to securely upload their evidence to a secure cIoud.&p can accept
any file of any size; photos, videos, audio files, text messages, socgl media
screenshots, whatsapp exports, CCTV, doorbell footage, doc ts etc. Then,
whenever the victim is ready, they can choose to share t dence, directly from the
app. Sharing can be with the police and/or with a legal réeentatlve if a civil action is
required) or indeed anyone else who the user choo

Kulpa has two UKAS accreditations and a un|q |I|ty to absorb, analyse and
present the Meta Data associated with any Ioaded and shared. Given such, the
CPS have supported its use.

When a user chooses to share their ey
the police with a CPS-compliant p
evidential items

pre-exhibited, together with assrn@opulated digitally signed MG11 statement. This
ensures a more effective a cient, suspect focused investigation with the

opportunity for improved&:t mes.

KULPA empowers viE@s o provide the police with immediately usable digital forensic
evidence, in signifiCapt quantities, without the need to have to seize or download their
device. It prote@pnd respects victims and enables suspect-focused investigations.”

e with police, the kulpa platform provides
of evidence which includes all of the

Sco&

nical due diligence process was to cover Kulpa’s application, services and
esses and to consider their appropriateness against two specific criteria:
e Victim safety;

e Evidential admissibility of information provided by victims.

Process
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The due diligence process was performed under a one-way Non-Disclosure Agreement

from Kulpa to P2P Consulting & Development. This report has been disclosed to Kulpa
before being

CONFIDENTIAL

disclosed, but the author asserts that no undue influence has been exerted by
change the material findings of the report, which represents the author’s pro(T)

opinion. (]/

shared with the Suzy Lamplugh Trust to ensure that no confidential information@@
to
al

| .\&

A full architecture, design and implemen a@eview was not conducted as it was
outside the scope of the engagement. K

Evidence ‘s\\o

e Evidential Wej d Legal Admissibility of Electronically Stored Information
(ESI) - BSI 4000872020

These are key ¢, ations for managing sensitive information and information that is
intended to h identiary admissibility within the courts system. Certificates were
provided uthor in electronic format. The supporting documentation was also
provided ctronic format. Everything appeared to be appropriate and in order.

Kulpa holds the following %ons:
e Information Securiﬁi nagement System - ISO/IEC 27001:2013

KQ& registered with the Information Commissioner’s Office (ICO) -
verified. Information provided by Kulpa but not verified as part of the

report:
e The use of Kulpa'’s service is supported and approved by the Crown Prosecution
Service.
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e Kulpa lists multiple organisations who are using their application and services.
These include a number of victim support charities (e.g. Choices, The Domestic
Abuse Alliance, Refuge).

e Kulpa’'s CEO, I s D

e An external PEN test was commissioned by the Home Office in 2023. “The
result of said test was a pass, sufficient that the Home Office were conten
that kulpa could be used in a ‘live environment’ and offered for public u%tb
(Kulpa)

There is no reason to doubt any of the information presented above, all o i could be
verified if required.

\V
CONFIDENTIAL QO
<
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Findings

Areas addressed included (but were not limited to):
e Use of encryption
e Cloud provider
o Choice of cloud provider
o Jurisdiction in which cloud provider operates q
o Cloud provider staff access to information Q)
Mobile device security b‘

Data protection at rest (1(/]/

Data protection during transport
Data protection in use O
Ongoing reviews and penetration testing Q
Service software and hardware architecture
Kulpa employee/staff access to information C)®

N

Based on the evidence provided and discussio &rtaken, Kulpa has a
good understanding of appropriate security mea¥ures in the two areas of
most interest to the Suzy Lamplugh Trust: vj safety and evidential
admissibility. The architecture and desi hé{l S system take into account
best practices in the industry and sho opriate measures, technical
decisions and choices to support th reas. Choices around the cloud
service used and implementationi seem appropriate.

O
Recommendations (g\\

A small number of tec%a recommendations were made by the author of
on-

the report under the Disclosure Agreement for consideration by Kulpa,
none of which idered urgent, but which might improve the service
e

in the future. were warmly received by || and one of
them is alr eing implemented. Others are under consideration for
future w

The@)r does not believe that there are any outstanding technical
[ that require implementation at time of writing in order to
Q pport the aims of victim safety and evidence admissibility.

Conclusion

Kulpa’s offering seems well-designed and the company has a good
understanding of the needs of organisations such as the Suzy Lamplugh
Trust and the Trust’s clients. The offering is a good match to the
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requirements of the Trust as expressed to the author and should provide
appropriate cybersecurity measures to meet these requirements.
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