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Section 8 - Consultation 

You should consider seeking the views of data subjects unless there's good reason not to. If it's not appropriate 

to consult then you must clearly document the reasons why. For example, if the processing is taking place 

without the knowledge of data subjects and consultation would prejudice a law enforcement purpose then you 

should make this clear. If the processing involves staff data then you consider consulting them or their 

representatives. 

8.1 Do you intend to consult data subjects? 

IZI Yes 

If yes then outline your plan in Section 8.2 below together with details of consultation • h other stakeholders. 

□ No

If no then outline why this is the case in 

the text box. Once completed, outline 

whether you will consult any other 

stakeholders in Section 8.2 below. 

• Data subjects

• The general public

• Union representatives

• Information Security

• DPO

Who 

Data Subjects 

Information security 

• Staffordshire Police Legal

• Partner agencies

• NPIRMT

• Data processors

• Information Commissioner's Office (ICO)

How Outcome 

Engagement with IDVA's Positive 

Passed 
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Data Protection Principles 
 

 
1. Fair and Lawful 
- Do you need to create or amend a privacy notice? 
- If processing on the basis of consent, how will this be collected and recorded? 

 
2. Purpose Limitation 
- Does the processing actually achieve your purpose? 
- Will the data be used for another purpose? 
- How will you prevent function creep? 

 
3. Data Minimisation  
- Will you only process the data needed for your purpose? 
- How will you ensure and maintain data quality? 

 
4. Accuracy 
- How will you ensure data can be corrected or amended? 
- Will you ensure data is accurate and up to date? 

 
5. Retention   
- Do you have a review, retention and disposal policy? 
- Can data be deleted/erased from all Force systems if required? 
- Is the retention period necessary and proportionate? 

 
6. Security  
- What technical and organisational measures are in place to protect data? 
- How will you protect against unauthorised access, alteration or removal of data?  
- What training and guidance will be given to staff? 
- How would you identify and manage a breach? 
- How will systems be tested? 
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7. Data Subject Rights 
- If an individual wishes to exercise their rights, including requesting access to data, or asking for data to be corrected, amended, restricted 
or deleted then you must have procedures in place to recognise such a request and refer it to Information Rights. 
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Background 

The Suzy Lamplugh Trust commissioned  or  
 to perform basic technical due diligence on cybersecurity aspects of 

Kulpa with a view to using and recommending their solution to the Trust’s clients and in 
conjunction with the various police forces with whom the Trust works. 

 

A summary of the kulpa platform (provided by kulpa) 

 
“kulpa provides a free app, already available on iOS, Android or via any web browser, 

which empowers users (in the case of the Suzy Lamplugh Trust, victims of stalking and 

harassment) to securely upload their evidence to a secure cloud. The app can accept 

any file of any size; photos, videos, audio files, text messages, social media 

screenshots, whatsapp exports, CCTV, doorbell footage, documents, etc. Then, 

whenever the victim is ready, they can choose to share their evidence, directly from the 

app. Sharing can be with the police and/or with a legal representative (if a civil action is 

required) or indeed anyone else who the user chooses. 

Kulpa has two UKAS accreditations and a unique ability to absorb, analyse and 

present the Meta Data associated with any files uploaded and shared. Given such, the 

CPS have supported its use. 

When a user chooses to share their evidence with police, the kulpa platform provides 

the police with a CPS-compliant package of evidence which includes all of the 

evidential items 

pre-exhibited, together with a pre-populated, digitally signed MG11 statement. This 

ensures a more effective and efficient, suspect focused investigation with the 

opportunity for improved outcomes. 

KULPA empowers victims to provide the police with immediately usable digital forensic 

evidence, in significant quantities, without the need to have to seize or download their 

device. It protects and respects victims and enables suspect-focused investigations.” 

 

Scope 

The technical due diligence process was to cover Kulpa’s application, services and 
processes and to consider their appropriateness against two specific criteria: 

● Victim safety; 

● Evidential admissibility of information provided by victims. 

 

Process 
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● Kulpa lists multiple organisations who are using their application and services. 

These include a number of victim support charities (e.g. Choices, The Domestic 

Abuse Alliance, Refuge). 

● Kulpa’s CEO, , is . 

● An external PEN test was commissioned by the Home Office in 2023. “The 

result of said test was a pass, sufficient that the Home Office were content 

that kulpa could be used in a ‘live environment’ and offered for public use.” 

(Kulpa) 

There is no reason to doubt any of the information presented above, all of which could be 

verified if required. 
 

CONFIDENTIAL 
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Findings 

Areas addressed included (but were not limited to): 

● Use of encryption

● Cloud provider

○ Choice of cloud provider

○ Jurisdiction in which cloud provider operates

○ Cloud provider staff access to information

● Mobile device security

● Data protection at rest

● Data protection during transport

● Data protection in use

● Ongoing reviews and penetration testing

● Service software and hardware architecture

● Kulpa employee/staff access to information

Based on the evidence provided and discussions undertaken, Kulpa has a 
good understanding of appropriate security measures in the two areas of 
most interest to the Suzy Lamplugh Trust: victim safety and evidential 
admissibility. The architecture and design of its system take into account 
best practices in the industry and show appropriate measures, technical 
decisions and choices to support these areas. Choices around the cloud 
service used and implementations also seem appropriate. 

Recommendations 

A small number of technical recommendations were made by the author of 
the report under the Non-Disclosure Agreement for consideration by Kulpa, 
none of which are considered urgent, but which might improve the service 
in the future. These were warmly received by  and one of 
them is already being implemented. Others are under consideration for 
future work. 

The author does not believe that there are any outstanding technical 
issues that require implementation at time of writing in order to 
support the aims of victim safety and evidence admissibility. 

Conclusion 

Kulpa’s offering seems well-designed and the company has a good 
understanding of the needs of organisations such as the Suzy Lamplugh 
Trust and the Trust’s clients. The offering is a good match to the 
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requirements of the Trust as expressed to the author and should provide 
appropriate cybersecurity measures to meet these requirements. 
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