
 

 

Stage 1 

A Data Protection Impact Assessment (DPIA) is a mandatory requirement under 
the Data Protection Act (2018).  Publication improves transparency and can 
increase the public’s understanding of how their information is used.  
 
The Stage 1 DPIA identifies the high level criteria that identify if further risk 
analysis is required.  
The Project manager and Information Asset Owner will complete the stage 1 
document and send to the Deputy Data Protection Officer (DDPO)  
A decision will be made (after consultation with the Information Security Officer 
and / or the Data Protection Officer in the event of any ambiguity) on whether 
the Stage 2 DPIA has to be completed.  
 

 
This Stage 1 DPIA should be completed at the beginning of any major project 
involving the use of personal data, or if you are making a significant change to 
an existing process.  The final outcomes should be integrated back into the 
project plan.  
 
Should you have any queries in relation to the Data Protection Impact 
Assessment Process then please contact the Deputy Data Protection Officer at 
SPDPO@staffordshire.police.uk  
 
 
 

 

 
 
  

Data Protection Impact 
Assessment 

“BWV” 
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The recorded data will be uploaded to evidence.com, a management system that acts as the data 
processor on behalf of Staffordshire Police (as data controller) in accordance with the data 
protection Act 2018. The specific process is described below. 

During the course of normal patrol, the BWV device will remain in an inert state and will therefore 
not record any material. To do so, it requires the officer to deliberately activate the device to a 
record mode (Double press of centre of device to turn on/ Press and hold to turn off) and where 
practicable, make a verbal announcement to indicate that the BWV equipment has been 
activated. If the recording commences prior to arrival at the scene of an incident the officer 
should, as soon as is practicable, announce to those persons present that recording is taking 
place and that their actions and sounds are being recorded. 

At the end of period of duty, the officer will return their issued device and dock it into a dedicated 
port, this will allow an automatic upload of all captured video onto the evidence.com system. The 
data cannot be deleted or altered by the officer at any time. Once completed the data on the 
camera is erased and ready for use again. 

Officers are able to access evidence.com through a licence based account which is password 
protected. They should then locate the footage and categorise it as evidential, failure to mark as 
evidential results in the automatic permanent deletion of the footage after 31 days. There is also a 
‘non evidential’ category that also ensures, when marked, that the footage is disposed of after 31 
days. 

Footage that is marked as evidential will then allow further input in relation to type of incident, 
these types will then determine the length of time footage is kept as per national guidelines under 
Management of police information 

Officers allocated with body worn video devices are on the whole standard users on 
evidence.com. This enables them to search and play files 

All levels of user will have the ability to view and playback all active (that is, not deleted) video 
files, regardless of who originally uploaded. Officers/staff members must be prepared to justify 
why a certain file was viewed and must only do so for a valid policing purpose.  

Further accessibility will be assigned to identified staff within the case management unit, who 
have the ability to Burn Discs and Export Files to Desktop. This ensures better control of Body 
worn video data by ensuring that only authorised individuals can create working copies of video 
files ‘off-system’ in line with Force policy. 

Permanent deletion only refers to the video file itself. A record of video file metadata is never 
auto-deleted. Standard users are restricted from viewing it and metadata entries for deleted 
videos do not return in standard user search results. Metadata that is retained permanently 
includes; Recorded Date, (Uploading) Camera ID, (Uploading) User ID, Incident ID, Notes, 
Access Audit Log. 

The Data will be store on Evidence.com under the respond tab. There is a audit trail for 
access. 
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With the introduction of BWV Camera technology, the Force is able to record exactly what 
happened, what was said and when, in an indisputable format. Their use will be at the discretion 
of an officer and should be: 
 

- Incident specific 
- Proportionate 
- Legitimate 
- Necessary 
- Justifiable 

  
BWV is capable of capturing primary evidence (therefore, personal data) in such a way that it is 
able to bring a compelling and an indisputable account of the circumstances at that time. This will 
not replace the needs to capture other types of evidence but will go a considerable way in 
reducing any ambiguities and should be considered as an additional policing aid. 
 
The use by the police of BWV must be shown to be proportionate, legitimate, necessary and 
justifiable. In addition, use of the equipment should address a ‘pressing social need’ especially in 
respect of its application within the confines of the Articles enshrined by the European Convention 
of Human Rights within the Human Rights Act 1998.  
 
It is accepted, following the provision of legal advice, that the police are able to rely on the fact 
that the use of BWV is deemed to be lawful under Common Law. Police officers are also held to 
be ‘citizens in uniform’ although granted additional statutory powers in order to execute their 
duties. In addition, police officers generally do not require special statutory powers to undertake 
any activity that the public could lawfully undertake. An example of this is where a police officer 
speaks to a person and asks them to account for their actions or conduct. The person does not 
have to co-operate or stop. (R (Diedrick) v Chief Constable of Hampshire 2012). 
 
The taking of photographs, and in its wider sense video or sound recordings, is deemed lawful 
and Common Law does not prevent this activity in a public place. (Lord Collins in Wood v 
Commissioner of Police for the Metropolis 2009) (Murray v the UK (1995). 
 
For the purposes of the European Convention of Human Rights (ECHR) and the Human Rights 
Act 1998, it has been determined that police officers have sufficient powers in common law to 
justify the use of BWV as above (Wood v Commissioner of Police for the Metropolis [2009] and 
Murray v the UK [1995]), however use of BWV is viewed as ‘an 
interference’ and must always be justifiable. Therefore, any actions by the police must have a 
legitimate aim and the use of this equipment must be shown to be proportionate to achieving this. 
 
Under this legislation there are a number of ‘Articles’, which protect the rights of citizens.  Some of 
these Articles are absolute whereas others are ‘qualified’ and any interference with these is 
limited. The use of BWV must comply with all the Articles of the HRA, and there are two particular 
articles that are critical and most likely to be challenged. 
 

- Article 8: the right to respect for private and family life, home and correspondence and; 
 

- Article 6:  the right to a fair trial. 
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3) Prior to entering any land, premises, vehicle, vessel or aircraft in pursuance of any legal 
power in order to search those premises and for the duration of the search.  

4) When a user stops a person in a public place in order to ask them to account for their 
actions in order to establish their possible involvement or otherwise in an offence. 

5) When a user decides to conduct the search of a person, premises, land, vehicle, vessel or 
aircraft in accordance with code A Codes of Practice for PACE or any other statutory 
power. 

6) When a user believes an interaction presents or is likely to present a risk to the safety of 
the user or other persons present. 

7) Where a user is or may be required to exercise the use of force against persons or 
property. 

8) Where a user gives a direction to an individual or group under any statutory power. 
 

The relationship to individuals whose data is being processed is dependent on which members of 
the public are present in the recording and their relationship to the incident/suspected offence 
(e.g. whether they are suspects, witnesses, victims or bystanders). The extent to which individuals 
are likely to expect processing of their personal data is in part dependant on this relationship.  
 
Unless impractical to do so by reason of the situation, behaviour or condition of those present, a 
BWV recording will normally begin with a verbal announcement that a recording is taking place 
and the reason(s) why this is justified. 
 
Recording will, where practicable, be restricted to those individuals and areas where it is 
necessary to provide evidence or intelligence relevant to the incident. It is important that, where 
practicable, collateral intrusion on those not involved in the incident is minimised –when this is not 
possible, care will be taken to redact footage (i.e. deliberately obscure video and/or video) in any 
clips that are produced for evidential purposes that involve persons or personal artefacts that are 
of no relevance to the event; this will only be carried out by an authorised unit (e.g. the Digital 
Video Unit).   
 
The above only serves as mitigation against undue processing of personal data when considering 
onwards distribution and analysis. The original ‘master copy’ will never be redacted and will 
remain stored and accessible to all levels of user in Evidence.com for as long as required under 
its relevant MOPI grade.  
 
Recordings (and therefore personal still and moving image and audio data processed) will likely 
include children and vulnerable adults from time-to-time. Decisions on whether to make 
redactions (or even terminate recording) based on vulnerability factors will be made on a case-by-
case basis.  
 
The extent to which individuals have control over their data is likely to be in part dependant on 
their relationship to the incident/suspected offence(s).  
 
Under Part 3 of the Data Protection Act (Law Enforcement Processing) data subjects can exercise 
the following rights: 

1. The right to be informed 
2. The right of access 
3. The right to rectification 
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